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Status Section
Overview

Summary

This chapter is an over view of the UCR devices.

Overview

The Overview page contains widgets that display the status of various systems related
to the device. The figure bellow is an example of the Overview page:

Overview
Gystem B 1 4.5% CPUaa Mobile i L5 51 i lfl]
Aogder uphime Od 2h 9 dg (since 208-10-118, 1008 Data comection O 3 Sm 508 (pince 2080-50-11. 12607
Local device time 2088-80-11_ 1241:80 Slate Fagisiered (home). OMMITEL LT, 445 LTE
Momory uRage FLAME 4% ysadd '_' A Ty L SIM cand gt In e SIM U [Ready)
Finmwang verpion Bytes recadved pant * ZAER /858 B
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S50 P s 15151515 BPubéc P pres
Rt B AP 1 OH 21D G WM faloer sinbus Faboe s 1k is anabiod
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Mobile widget

The Mobile widget displays information related to  the mobile connection and the
current signal strength (dﬁﬂ). Each filled-up bar represents a different RSSI value:

Bars Signal Strength Value / RSSI (In DBm)

w-111

-110to -97

-96 to -82

-81to -67

-66 to -52

w-51

The same calculation p rinciple applies to the Signal strength LEDs located on your
device.

gaa b WO NP, O

Widget button: Info

The Info (£¥) button is located next to the name of some widgets. Clicking the Info

button redirects the user to a status page related to the widget's displayed inform ation.
For example, clicking the Info button on the Mobile widget would redirect the user to

the Status Y System page:

Mobile ? 55 dBm ol Mobile Information

Mobile .dfl 5 et In usa: SiM
Data con Detailed information ected Bata comection state Cornected
State Registered (home); OMNITEL LT; 4G (LTE)

SIM card slot in use SIM 1 (Ready) Sm 40 wiste e

Bytes received/sent * 424 KB/ 47.5 KB can atarines




Widget button: Settings

The Settings (&4) button is located next to the name of some widgets. Clicking the
Settings button redirects the user to a configuration page related to the widget's
displayed information. For example, clicking the Info button on the Mobile widget would
redirect the user to the Network Y Mobile Y Mobile Configuration  page:

Mobile £ EE -55 dBm o Mobile Configuration

Mobile Canfi Guratian

Data conneg Configuration

pnnected v
State Registered (home); OMNITEL LT; 4G (LTE)
SIM card slot in use SIM 1 (Ready)

Bytes received/sent * 424 KB / 475 KB

Mcbile Data On Demand

Adding more widgets

There is a default set of widgets displayed in the Overview page, but more can be added
from the System Y Administration Y Overview page.



System

Summary

The System window displays the device's system and memory related information.

System, Memory

The figure bellow is an example of the System page and the table below provides
information on the fields contained in that page:

Field Name Description

Router Displays the device's product name

name

Host name Displays the device's host name. The hostname can be used instead of the LAN
IP address to communicate with the device inside the local network. The
hostname can be changed i nthe System Y Administration Y General page

Router Displays the device's full model name

model

Firmware Displays the firmware version currently used by the device. The firmware can

version be upgraded fromthe System Y Firmware page.

Kernel Displays the device's kernel version. A kernel is a computer program

version responsible for connecting a device's software to its hardware

Local Displays the current time as perceived by the device. Time settings can be

device time adjusted in the Services Y NTP page

Uptime Displays the amount of time that has passed since the device's last start up

Load Displays the device's CPU load average (in %) over the last minute, 5 minutes

average and 15 minutes

Free Displays the amount of currently unused random  -access memory (RAM)

Cached Displays the amount of random -access memory (RAM) that is allocated for
frequently accessed data storage

Buffered Displays the amount of random -access memory (RAM) used by temporarily

stored data before moving it to another location



Network

Summary

The Network page contains information related to the device's networking features.
This chapter is an overview of the Network page in UCR devices.

Mobile

The Mobile section displays information about the mobile connection and the SIM card
in use. The figure below is an example of the Mobile page:

Mobile Information

—— SIM card slot in use: SIM 1

Data connection state Connected

IMEI —

IMSI B

ICCID = _

Sim card state Ready

Signal strength -65 dBm

Cell ID 1037089

RSRP -91 dBm

RSRQ -9 de

SINR 21.3dB

Operator LT BITE GSM

Operator state Registered (home)

Connection type 4G (LTE)

Connected band LTE BAND 7

Bytes received * 70.1 KB (71792 bytes)

Bytes sent * 44.1 KB (45184 bytes)

\'_ Reboot modem 3_'\ |'_ Restart connection 3_'\ |'_ (Re)register G_II

Field Name Description
Data connection Indicates whether the device has an active mobile data connection

state



IMEI

IMSI

ICCID

SIM card state

Signal strength

Cell ID

Signal level
measurements

The IMEI (International Mobile Equipment Identity) is a unique 15
decimal di git number used to identify cellular modules. GSM network
operators use the IMEI to identify devices in their networks

The IMSI (international mobile subscriber identity) is a unique 15
decimal digit (or less) number used to identify the user of ace llular
network

SIM card's ICCID is a unique serial number used to identify the SIM
chip

The current SIM card state. Possible values are:

Ready - SIM card is inserted and ready to be used

Inserted - SIM card is inserted

Not inserted - SIM card is not inserted

Unknown - unable to obtain SIM card state value. Possible
communication issue between the the device and the modem

= =4 =4 =4

Received signal strength indicator ( RSS) measured in dBm. Values
closer to O indicate a better si gnal strength

The ID of the cell that the modem is currently connected to

Overall signal quality is defined by different measurements for
different connection types. Short explanations and recommendations
are provided be low.

1 4G

1 RSRP- reference signal received power, measured in dBm.
Values closer to 0 indicate better signal strength

1 RSRQ- reference signal received quality, measured in dB.
Values closer to 0 indicate a better rate of information
transfer

1 SINR- signal-to-interference -plus-noise ratio, measured in
dB. Higher values indicate a better rate of information
transfer

1 EC/IO- downlink carrier -to-interference ratio. Values range
from -20 to O (closer to 0 indicates better signal
quality/cleanliness)

1 RSCP-received signal code power. Values range from -124 to
0 (closer to O indicates better signal stength)

1 RSSI- received signal strength indicator, measured in dBm.
Values closer to 0 indicate better signal strength

10



Operator

Operator state

Connection type

Connected band
Bytes received
Bytes sent

Restart Modem
Restart Connection
(Re)register

Refresh

Network operator's name

Shows whether the network has currently indicated the registration
of the mobile device. Possible values are:

=

Unregistered - not registered to a network and the device is not
currently searching for a new operator to register to

Registered (home) - registered, home network

Searching - not registered to a network, but the device is
currently searching for a new operator to register to

Network denied - registration to network denied by operator
Unknown - operator state is currently unknown

Registered ( roaming) - registered to network, roaming
conditions

Mobile connection type. Possible values are:

f
f

2G: 2G (GSM), 2G (GPRS), 2G (EDGE)

3G: 3G (WCDMA), 3G (HSDPA), 3G (HSUPA), 3G (HSPA), 3G
(HSPA+), 3G (DEHSPA+), 3G (HSDPA+HSUPA), UMTS

4G: 4G (LTE)

N/A - not possible to determine at the moment

Currently used frequency band.

Amount of data received through the mobile interface

Amount of data sent through the mobile interface

Reboots the device's cellular module

Restarts the mobile connection

Registers to the mobile network

Refreshes all information fields in the page

11



WAN

The WAN section displays information about the Main and Backup WAN con  nections.
The figure below is an example of the Mobile page:

WAN Information

WAN

Interface Wired

Type Static

IP address 10.21.41.240
WAN MAC 00:1E:42:55 W
Netmask 255.255.255.0
Gateway 10.21.41.241
DNS 1 212.59.11
DNS 2 8.8.8.8
Connected Oh 1m 23s
Ports

(%)

@ e LI @

L A w WA

WAN Failover Status

WAN: [Wired] IN USE  WAN Failover: [Mobile] READY  WAN Failover: [WiFi] READY

e
Field Description
Interface WAN type. Possible values are:
1 Mobile
1 Wired
1 Wireless
Type Connection type or protocol . The value displayed in this field is

dependent on used WAN type. Possible va lues are:

1 Mobile WAN or USB modem
T Qmi2 - Qualcomm MSM Interface, a proprietary protocol used
between Qualcomm cellular processors and their software stacks

1 PPP- Point-to-Point Protocol; uses a dialling number to establish
a data connection



IP address

WAN MAC

Netmask

Gateway

DNS
Connected

Ports

WAN Failover
Status

Refresh

1 NCM - Network C ontrol Model, a protocol by which USB hosts
and devices can efficiently exchange Ethernet frames (this is the
connection type when using a Huawei USB modem)

1 Wired WAN

1 DHCP - Dynamic Host Configuration Protocol; the WAN network
interface controller acts as a DHCP client, meaning that it
receives a dynamically assigned IP address and other network
configuration parameters

1 Static - WAN network interface controller configuration
parameters are set manually (used when the WAN gateway is not
a DHCP server)

1 PPPoOE- Point-to-Point Protocol over Ethernet; used to establish a
Digital Subscriber Line (DSL) Internet service connection

1 WiFi WAN

1 DHCP - Dynamic Host Configuration Protocol; the WAN network
interface controller acts as a DHCP client, meaning that it
receives a dynamically assigned IP address and other network
configuration parameters

1 Static - WAN network interface controller configuration
parameters are set manually (used when the WAN gateway is not
a DHCP server)

Router's WAN IP address

MAC address of the WAN network interface controller (WiFi radio or WAN
Ethernet port). This field is only visible if main WAN is set to Wired or WiFi

A netmask is used to define how "large" a network is by specifying which
part of the IP address d enotes the network and which part denotes the
device

Gateway of the default route - an IP address through which the router
reaches the Internet

DNS servers used by the main WAN connection
Currently used WAN connection uptime

Displays an image of the router's back panel with highlighted Ethernet
ports that are currently in use

Displays the router's current WAN failover status

Refreshes all information fields in the page

WAN settings can be custom ized via the Network Y WAN page.



LAN

The LAN section displays information about your Local Area Network and active DHCP
leases.

LAN Information

The LAN Information  section contains data on the router's LAN interface(s). The figure
below is an example of the LAN Information s ection:

LAN Information

LAN Information

Name IP address Netmask Ethernet MAC address Connected for
Lan 192.168.1.1 255.255.255.0 00:1E:42: 5h 53m 4s
Field Description
Name LAN interface name
IP address Router's LAN IP address
Netmask A netmask is used to define how "large" a network is by specifying

which part of the IP address denotes the network and which part
denotes the device

Ethernet MAC address Router's LAN MAC address

Connected for LAN interface uptime

14



DHCP Leases

The DHCP Leases section contains information on DHCP clients that hold active DHCP
lease. The figure below is an example of the DHCP Leases section:

DHCP Leases
Hostname IP address LAN name MAC address Lease time remaining
mat 192.168.1.151 Lan 18:D6:C7: 11h 59m 50s

Field Descrip tion

Hostname DHCP client's hostname

IP address DHCP client's IP address

LAN name LAN interface name through which the client is connected to the router

MAC address

Lease time
remaining

Ports

DHCP client's MAC address

Remaining lease time for a DHCP client. Active DHCP lease holders will try
to renew their DHCP leases after a half of the lease time passes. DHCP
lease settings can be changed in the Network Y LAN Y DHCP

Server section

The Ports displays an image of the router's front panel with highlighted Ethernet ports
that are currently in use. The Refresh button refreshes all information fields in the page.
The figure below is an example of the P orts section:

Ports

I T

O @ N WAN

15



Wireless

The Wireless section displays information about wireless connections and associated
WiFi stations.

Wireless Information

The figure below is an example of the Wireless Information  section:

Wireless Information

Wireless Information
Channel 1{2.412 GHz)

Country code 00 (World)

Field Name  Description

Channel Current ly used channel. In most countries there are 13 WiFi channels on the
2.4 GHz band (14 in Japan) to choose from

Country Indicates currently used country code (SO/IEC 3166 alpha2 country codes as
Code defined in ISO 3166 -1 standard)

Wireless Status

The Wireless Status section contains information about Wireless Access Points. The
figure below is an example of the Wireless Status section:

Wireless Status

SSID Mode Encryption Wireless MAC Signal quality Bit rate
RUT240 Access Point (AP) WPA2 PSK ({TKIP, CCMP) 00:1E:42-—= 99% 28.9 MBit/s
Field Name Description
SSID The broadcasted SSID (Service Set Identifier) of the wireless network
Mode Connection m ode. Can either be Access Point (AP) or Client. In AP

mode others can connect to this router's wireless connection. In client
mode router connects to other wireless networks

Encryption The type of WiFi encryption used

16



Wireless MAC The MAC (Media Access ontrol) address of the access point radio

Signal Quality The signal quality between router's radio and some other device that is
connected to the router

Bit rate The maximum possible physical throughput that the router's radio can
handle. Bit rate will b e shared between router and other possible
devices which connect to local Access Point (AP)

Associated Stations

The Associated Stations section contains information about devices that are connected
to Wireless Access Point. The figure below is an exampl e of the Associated
Stations section:

Associated Stations

MAC address Device name Signal RX rate TX rate
Galaxy-S9 -41 dBm 24.0 Mbit's, MCS 0, 20MHz 28.9 Mbit's, MCS 3, 20MHz
Field Name Description
MAC address Associated station's MAC (Media Access Control) address
Device Name Currently connected device name
Signal Received Signal Strength Indicator (RSSI). Signal's strength measured
in dBm
RX rate The rate at which packets are received from associated station
TX rate The rate at which packets are sent to associated station

17



OpenVPN

The OpenVPN section displays information about the OpenVPN connection (either client

or server).

OpenVPN Information

Client_Client1
OpenVPN
Enabled Yes
Status Connected
Type Client
IP 10.0.0.6
Mask 255255 255 255
Time 0Oh Om 40s
| Refresh & |
Field Name Description
Enabled Indicates whether OpenVPN server/client is enabled or not
Status Shows connection status
Type Shows whether the router is a server or client
IP Router's OpenVPN IP address
Mask A netmask is used to define how "large" a net work is by specifying
which part of the IP address denotes the network and which part
denotes the device
Time Shows OpenVPN connection uptime

18



Topology
The Topology section is a visual representation of your LAN network.

Network Topology

Network Topology (MAP)

Scan LAN Scan WAN Scan ALL

l-
;i

i

B i -
-\'., 0] "
& ) —%
P

> :
-

Access

Access Information

The Access Information section displays the status of both local and remote SSH, HTTP
and HTTPS access and shows the number of current connections to your router through
each of those protocol.

19



Access Status

Access Information Last Connections

Local Access

Type Status Port Active connections
35H Enabled 22 0(0.00B)

HTTP Enabled 80 2(512KB)
HTTPS Enabled 443 0(0.00B)

Remote Access

Type Status Port Active connections

535H Disabled 22 0({0.00B)

HTTP Enabled a0 0(000B)

HTTPS Disabled 443 0({0.00B)

[ Refresh &

Field Name Description
Type Shows access type
Status Indicates whether that access type is enabled or not
Port Shows which port which type of access uses
Active connections Currently active connections count and data usage

Last Connections

The Last Connections section displays three of the last local and remo  te connections to
your router via SSH, HTTP and HTTPS and their status (either failed or successful).

20



Access Status

Access Information | Last Connections

Last Local Connections

Type Date P Authentications Status
SSH 2017-10-17 13:22:08 192.168.56.124 Succeeded
2017-10-19 06:48:23 192.168.56.124 Succeeded
HTTP 2017-10-24 05:16:10 192.168.1.174 Failed
2017-10-24 05:16:14 192.168.1.174 Failed
2017-10-24 05:16:23 192.168.1.174 Succeeded
HTTFS There are no records yet.

Last Remote Connections

Type Date IP Authentications Status

S5H There are no records yel

HTTP There are no records yet.

HTTPS There are no records yet.

_ Refresh |

Field Name Description
Type Shows access type
Date Indicates connection date
IP Shows what IP address connected
Authentication Status Shows whether authentication was successful or not

21



Device

Summary

The Device section displays information related to the device's hardware.

Device Information

The figure bellow is an example of the Device section and the table below provides
explanations on the fiel ds contained in that section:

Device Information

Device

Serial number

Product code

Batch number

Hardware revision

IMEI

IMSI

0011223344

RUT955H7V3C0

0004

0505

861107030078134

246020100944448

Ethernet LAN MAC address

Ethernet WAN MAC address

Wireless MAC address

00:1E:42:77:69:68

00:1E:42:77:69:6C

00:1E:42:77:69:6D

Modem

Model

FW version

Field Name

EC25

EC25EFARO2A0BMAG

Description

Serial number
Product code

Batch number

Hardware
revision

IMEI

IMSI

A unique 10 -digit device identifier

Ordering code, displays under which product code the device was
manufactured. Different product codes indicate different versions of the
overall product. For example, devices with different product codes may
support different LTE bands, come with different accessories, different
firmware, etc.

A 4-digit number that indicates the batch of materials

A 4-digit number representing the router's hardware revision version

The IMEI (International Mobile Equipment Identity) is a unique 15 decimal
digit number used to identify mobile modules. GSM network operators use
the IMEI to identify devices in their networ ks

The IMSI (international mobile subscriber identity) is a unique 15 decimal
digit (or less) number used to identify the user of a cellular network
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MAC address

Model
FW version

The media access control (MAC) address is a unique identifier used to
distinguish a netw ork interface controller for communication in the data
link layer (OSI layer2)

1 Ethernet LAN MAC address - MAC address of the LAN Ethernet network
interface.
Ethernet WAN MAC address - MAC address of the WAN Ethernet
network interface

1 Wireless MAC address - MAC address of the wireless radio

The modem's model number

Modem's current firmware version
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Services

Summary

The Services page is used for easy service management. From here you can monitor
your device's services states. By click of a button access respective section where it was
originally configured.

Services

The Services table displays the status of most of the device's services. Services that are
currently inactive are displayed in ared font, while active ones are highlighted in  green.

The figure below is an example of the Services page:
Services

Services Status

VRRP LAN Disabled Change settings DDNS Disabled Change settings
OpenVPN server Disabled Change settings Site blocking Disabled Change settings
OpenVPN clients Disabled Change settings Content blocker Disabled Change settings
SNMP agent Enabled Change settings SMS utilities Enabled Change settings
SNMP trap Disabled Change settings Hotspot logging Disabled Change settings
NTP client Enabled Change settings QoS Disabled Change settings
IPsec Disabled Change settings GPS Disabled Change settings
Ping reboot Disabled Change settings

Input/Output rules Disabled Change settings

I Refresh e

Click the zone next to a service where it says "Change settings" and you will redirected
to configuration page.

Additional notes

1 By default, only NTPand SMS Utilities services are enabled
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Routes

Summary

The Routes page displays the router's ARP table and active IPv4 and IPv6 routes.

ARP

The Address Resolution Protocol ~ (ARP) is a communication protocol used for mapping

an Internet Protocol address (IP address) to a physical machine's link laye r address (MAC

address) belonging to the local network.

The ARP section displays the router's ARP cache (also known as ARP table) data. The
ARP cache contains information on each known MAC address and its corresponding IP
address. When the router receives a packet destined for a local host, the ARP program
attempts to find a physical host or MAC address in the ARP cache that matches the IP
address. If the ARP cache doesn't contain the needed IP address, ARP broadcasts a
request packet to all LAN machines in order to find the device with the IP address in

guestion.

The figure below is an example of the ARP cache section:

ARP

IP address MAC address Interiace
192.168.1.103 AC:E2:D3:00:00:00 br-lan
192.168.1.151 18:D6:C7:00:00:00 br-lan
Field Name Value Description
IP address ip; Default: none IP address of a local host
MAC address mac; Default: none MAC address of a loc al host
Interface string; Default: none Interface through which the router is

associated with the host

You can also view the ARP cache via shell using the arp or ip neigh commands,
depending on which output your prefer:

root@ UCR~# arp

IP address H W type Flags HW address Mask
Device

192.168.1.103 0Ox1 0x2 ac.e2:d3:00:00:00 *

br - lan
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192.168.1.151 0Ox1 0x2 18:d6:¢c7:00:00:00 *

br - lan

root@ UCR~# ip neigh

192.168.1.103 de v br -lan lladdr ac:e2:d3:00:00:00 REACHABLE
192.168.1.151 dev br - lan lladdr 18:d6:¢c7:00:00:00 REACHABLE

Active IP routes

The Active IP routes section displays the router's routing table . A routing table
contains a list of routes to network destinations ass  ociated with and known by the
router.

The figure below is an example of the Active IP routes section:

Active IP Routes

Network Target IP gateway Metric
ppp 0.0.0.0/0 10.1.179.213 0
pPpP 10.1.179.206/29 0.0.0.0 10
pPPp 10.1.179.213 0.0.0.0 10
lan 192.168.1.0/24 0.0.0.0 0
Field Name Value Description
Network string; Default: none Associated network interface name
Target ip | ip/netmask; Destination network address
Default: none
IP gateway ip; Default: none Indicates the IP address of the gateway
through which the target network can be
reached
Metric integer [0..4,294,967,295]; Metrics help the router choose the best
Default: none route among multiple feasible routesto  a

destination. The route will go in the direction
of the gateway with the lowest metric value

You can also view the routing table via shell using the route or ip route commands,
depending on which output your prefer:

root@ UCR~# route

Kernel IP routing t able

Destination  Gateway Genmask Flags Metric Ref
Use Iface



default 10.1.179.213 0.0.0.0 uGc 0 O

0 wwanO
10.1.179.208 * 255.255.255.248U 10 O
0 wwanO
10.1.179.213 * 255.255.255.255UH 10 O
0 wwanO
192.168.1.0 * 2552552550 U O O
Obr -lan
root@ UCR~# ip route
default via 10.1.179.213 dev wwanO
10.1.179.208/29 dev wwan0 proto static scope link metric 10
10.1.179.213 dev wwanOQ proto static scope link src 10.1.179.212
metric 10
192.168.1.0/24 dev br - lan proto kernel scope link src 192.168.1.1
Active IPv6 routes
The Active IPv6 routes section displays the router's IPv6 routing table.
The figure bel ow is an example of the Active IPv6 routes section:
Active IPv6-Routes
Network Target IPv6 gateway Metric
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF
loopback 0:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0/0 00000000
PPP FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF
Field Name Value Description
Network string; Default: none Associated network interface name
Target ip6 | ip6/netmask; Destination network address
Default: none
IP gateway ip6; Default: none Indicate s the IPv6 address of the gateway
through which the target network can be
reached
Metric integer [0..4,294,967,295]; Metrics help the router choose the best
Default: none route among multiple feasible routes to a

destination. The route will go in the dire ction
of the gateway with the lowest metric value
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You can also view the routing table via shell using the route -A inet6 or ip -6 route
show commands, depending on which output your prefer:

root@ UCR~# ip -6 route
fe80::/64 dev wwan0 proto kernel metric 256
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Graphs

Summary

The Graphs section contains various graphs that display various statistical data changes
in real time.

Mobile Signal

The Mobile Signal Strength  graph displays mobile signal strength ( RSS) measured in
dBm) value changes over a period of 3 minutes. The figure below is an example of the
Mobile Signal Strength graph:

Mobile Signal Strength

(3 minutes window, 1 second interval)

Connection type: 4G (LTE) Signal: -61 dBm Average: -61.1dBm Peak: -55dBm
2G (GSM) 2G (GPRS) 2G (EDGE) 3G (WCDMA)
3G (HSDPA) 3G (HSUPA) 3G (HSPA) 3G (HSPA+)
3G (DC-HSPA+) 3G (HSDPA+HSUPA) 3G (UMTS) 4G (LTE)

Load

The Realtime Load section displays a tri -graph that illustrates average CPU load values
in real time. The graph consists out of three color coded graphs, each one

corr esponding to the average CPU load over 1 (red), 5 (orange) and 15 (yellow) most
recent minutes.

The figure below is an example of the Realtime Load graph:
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Realtime Load

3m 2m Im

(3 minutes window. 3 seconds interval)

1 Minute Load: 1.56 Average: 1.55 Peak: 1.57
5 Minutes Load: 0.94 Average: 0.93 Peak: 0.94
15 Minutes Load: 0.70 Average: 0.70 Peak: 0.70

Traffic

The Realtime Traffic graphs provide users with the possibility to monitor average
inbound a nd outbound traffic over the course of 3 minutes; each new measurement is
taken every 3 seconds. The graphs consist out of two color coded graphs: the green
graph shows the outbound traffic, the blue graph shows the inbound traffic. Although
not graphed, t he page also displays peak loads and averages of inbound and outbound
traffic.

The figure below is an example of the Realtime traffic graph for the Bridge connection:
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Realtime Traffic

Bridge LAN WiFi Mobile

Inbound: 0.81 Kbits/s
(0.1 KBytes/s)

Outbound: 1.03 Kbits/s
(0.13 KBytes/s)

me
e o |

(3 minutes window, 3 seconds interval)

Average: 2.61 Kbits/s Peak: 3.44 Kbits/s
(0.33 KBytes/s) (0.43 KBytes/s)

Average: 9.68 Kbits/s Peak: 11.23 Kbits/s
(1.21 KBytes/s) (1.4 KBytes/s)

GRAPH DESCRIPTION

Bridge Cumulative graph, which encompasses wired Ethernet LAN and
the wireless network

LAN Displays traffic that passes through the LAN network interface(s)
in graph form

WiFi Displays traffic that passes through the WiFi interface in graph

WAN (Wired) | WAN
(WiFi) | Mobile

form
Displays traffic that passes through the current active WAN
connection in graph form
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Wireless

The Realtime Wireless graph displays the wireless radio signal strength, signal noise,
average and peak signal levels and the theoretical maximum channel permeability. The
graph below the WiFi signal graph displays the Phy Rate for the wireless connection.

The figures below are examples of both Wireless graphs:

Realtime Wireless

RUT955_696D

3m 2m Im

-24 dBm

-49 dBm

-74 dBm

(3 minutes window, 3 seconds interval)

Signal: -37 dBm (SNR 52 dBm) Average: -33 dBm (SNR 55 dEBm) Peak: -8 dBm (SNR 80 dBm)

Moise: -89 dBm Average: -88 dBm Peak: -88 dBm

3m

59 MBit/s

39 MBit/s

19 MBit/s

(3 minutes window, 3 seconds interval)

Phy Rate: 72 MBit/s Average: 69 MBit/s Peak: 72 MBit/s
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Connections

The Realtime Connections  graph displays currently active network connections with
the information about network, protocol, so  urce and destination addresses and transfer
speed. The table below the graph displays basic information on active connections.

The figures below are examples of both of the Realtime Connections graph and the
corresponding table:

Realtime Connections
This page gives you an overview of currently active network connections.

Active Connections

(3 minutes window. 3 seconds interval)

UDP: 4 Average: 4 Peak: 14
TCP: 2 Average: 2 Peak: 3
Other: 0 Average: 0 Peak: 0
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Mobile Traffic

Summary

The Mobile Traffic section contains graphs that display mobile data usage values over
different periods of time.

Mobile Traffic Usage periods

Different tabs of the Mobile Traffic section display mobile data usage values over
different periods of time. This includes:

Today - data usage values for the current day

Current Week - weekly data usage values

Current Month - monthly data usage values

Data Limit Period - data usage values for the current data limit period (as set in the
Network Y Mobile Y Mobile Data Limit page)

1 Total -data usage for the entire monitoring period (since Mobile Traffic Usage
Logging was enabled)

=A =4 =4 =4

The figure below is an example of the weekly data usage graph:

Weekly Data Usage

SIM1 siM2 Both

Delete all data

Current week usage * : 6.01 KB Sent*: 268 KB Recelved * : 3.33 KB

Data usage graphs for other periods of time are essentially identical, with the exception

that different time units (hours for daily usage, days of the week/month for
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weekly/monthly usage, months for total data usage) are displayed at the top of the
graphs.

Take note that the Delete all data button (located in the bottom right co  rner of each
graph) clears the entire data usage database, meaning that data usage values for  all
periods will be cleared and the data limit counter  will be reset.

Obtaining data usage values from command line

Mobile data usage values can be obtained via command line interface with the help
of mdcollectdctl . The usage for this command is described below:

usage: mdcollectdctl OPTIONS

- cdayrx<SIM> | GET today RX

- cdaytx<SIM> | GET today TX
- clast24hrx<SIM> | GET last 24h

RX

- clast24htx<SIM> | GET last 24h

TX

- cweekrx<SIM> | GET this week

RX

- cweektx<SIM> | GET this week
TX

- pweekrx<SIM> | GET last seven

days RX

- pweekix<SIM> | GET last seven

days TX

- cmonthrx<SIM> | GET this mont

RX

- cmonthtx<SIM> | GET this month

TX

- pmonthrx<SIM> | GET last

month(30 days) RX

- pmonthtx<SIM> | GET last

month(30 days) TX

- IX | GET current
sim RX from reset

- tx | GET current

sim TX from reset

- dayrx<SIM> <YEAR> <MONTH> <DAY> | GET entered

day RX
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- daytx<SIM> <YEAR> <MONTH> <DA Y> | GET entered

day TX

- monthrx<SIM> <YEAR> <MONTH> | GET entered
month RX

- monthtx<SIM> <YEAR> <MONTH> | GET entered
month TX

- fromtorx<SIM> <FROM_YEAR> <FROM_MONTH> <FROM_DAY> | GET RXfr om
entered date to today

- fromtotx<SIM> <FROM_YEAR> <FROM_MONTH> <FROM_DAY> | GET TX from
entered date to today

- fromtorx<SIM> <FROM_YEAR> <FROM_MONTH> <FROM_DAY> <TO_YEAR>
<TO_MONTH> <TO_DAY> | GET RX from entered date to entered date

- fromtotx<SIM> <FR  OM_YEAR> <FROM_MONTH> <FROM_DAY> <TO_YEAR>
<TO_MONTH> <TO_DAY> | GET TX from entered date to entered date

- clear | Reset
collected data

- backup | Backup
database

To print the usage helper list, use mdcollectdctl --help .

Examples :

1 Get data usage value * of SIM1 for the current day:

1 root@ UCR~# mdcollectdctl - cdayrx1

26558

1 Get data usage value * of SIM2 for the current month:

1 root@ UCR~# mdcollectdctl - pmonthrx2

77701

* All received/sent data usage values are returned in  kibibytes (KiB), which is an ISQ
standard accepted by most major standard organizations.

1 kibibyte (KiB) = 210 bytes = 1024 bytes

1 mebibyte (MiB) = 2 19 kibibytes (KiB) = 2% bytes = 1 048 576 bytes

36



Events Log

Summary

The Events Log windows display records of such event as logins, reboots, resets,

connections, configuration changes and more.

All Events | System Events = Network Events = Events Reporting = Reporting Configuration

Events Log
Events Log
Events per page | 10 ~
ID + Date + Event type + Event +

3458235  2020-02-24 13:44:14 Reboot Request after FW upgrade

All Events System Events | Network Events =~ Events Reporting =~ Reporting Configuration

System Log

All 1 Authentication Reboot = SMS/Call Mail Configuration = DHCP

Events Log
Events per page | 10 ~
D+ Date + Event type + Event +

345869 2020-02-21 14:01:59 DHCP Leased 192.168.1.225 |P address for client -

All Events = System Events = Network Events | Events Reporting = Reporting Configuration

Connections Log

All - Wireless  Mobile Data  Network Type = Network Operator

Connections Log
Events per page | 10 ~

ID + Date + Event type + Event #

4983 2020-02-21 13:57:58 Mobile Data Mobile data connected:

Events Reporting

Search

Search

Search

The Events Reporting section gives you the ability to configure rules that will inform
you via SMS or email when certain events occur on your router. These events can be
almost anything z configuration changes, reboots, new connections, various status

updates, SIM switches, etc.
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Events Reporting

Events Reporting Rules

Event type Event subtype Action
FW upgrade From file Send SMS
Reboot After unexpected shut down  Send email
S58H All Send SMS
Config change OpenVPN Send SMS
Backup Switched to backup Send SMS
Events Reporting Configuration
Event type Event subtype Action

Caonfig change ¥ All b Send SMS ¥

Events Reporting Configuration

Events Reporting Configuration

Rules. Here you can specify any event type and subtype, chose whether you want to be
informed by an SMS message or email, modify what kind of information you want

Enable

Sort

Edit

Edit

Edit

Edit

Edit

Delete

Delete

Delete

Delete

Delete

is used to create and customize Events Reporting

receive should an event occur. To open thisw indow, choose an Event type, Event
subtype and Action and click the Add button. A new rule should appear in the Events
Reporting Rules tab. Click the Edit button located next to that rule after which you will

be redirected to that rule's configuration wind

ow.
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Send SMS

Event Reporting Configuration

Modify Event Reporting Rule

Enable

Event fype

Event subtype
Action

Enable delivery retry
Retry interval

Retry count

Message text on Event

Get status after reboot

Status message after reboot

Reboot v

All

Send SM3 ¥

v

Smin. ¥

Router name - %y,
Event fype - %ef, Event
text - Soex; Time stamp -
Ots;

Router name - %pm; WAMN
IP - %wi; Data
Connection state - %cs;
Connecfion type - %t
Signal strength - %ss;
Mew EW available - %efs;

Recipients = Single number v

Recipient's phone number

FIELD NAME VALUE

Time stamp - %is

Serial number - %sn

LAN MAC address - %im
Connection state - %cs
Connection type - %ct

SIM slot in use - %su

Event type - et

FW available on server - %fs
Metwork state - %ons

Mew line - %nl

Time stamp - %is

Serial number - %sn

LAN MAC address - %lim
Connection state - %cs
Connection type - %ct

SIM slot in use - Y%su

Event type - %oet

FW available on server - %fs
Metwork state - %ns

Mew line - %nl

Router name - %m

WAN MAC address - Sewm
Curren FW version - %fc
Operator name - on
Signal strength - %ss

IMSI - %im

Event text - Yoex

LAN IP - %li

WAN IP address - %wi

Router name - %m

WAN MAC address - ewm
Curren FVW version - %&fc
Operator name - %on
Signal strength - %ss

IMSI - %im

Event text - Yoex

LAN IP - %li

WAMN IP address - %wi

DESCRIPTION

Enable

Event type

yes | no; Default: no

Config change | New DHCP
client | Mobile data | SMS |
SIM switch | Signal Strength
| Reboot | SSH | WebUI |
New WiFi client | LAN port
state | WAN failover |
Restore point | GPS;

Toggles the rule ON or OFF

The type of event that you wish to
receive information about
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Event
subtype

Action

Enable
delivery
retry

Retry
interval

Retry count

Message
text on
Event

Get status
after reboot

Status
message
after reb oot

Recipients

Default: Config change

Sample: After unexpected
shut down

Send SMS | Send email;
Default: Send SMS

yes | no; Default: no

1 min. | 5 min. | 10 min. |
15 min. | 30 min. | 60 min.;
Default 5 min.

2134|5617 [8]9]
10; Default: 2

string; Default: Router
name -%rn; Event type -

%et; Event text - %ex; Time

stamp - %ts;

yes | no; Default: no

string; Default: Router
name - %rn; WAN IP - %wi;
Data Connection state -
%cs; Connection type -

%ct; Signal strength - %ss;

New FW available - %fs;

Single number | User group;
Default: Single number

Specified event's sub -type. This field
changes in accordance with Event type

Action that is to be taken after the

specified event occurs

Toggles delivery retry On or OFF. If for
some reason the message delivery is
unsuccessful, the router initiates a

retry if this field is enabled

Specifies when the router should try re
sending the message in case the first

attempt was a failure

Specifies the maximum number of
failed attempts after which the router
does not try to send the message

anymore

Specifies the text that the message will

contain

Specifies whether the router should
send an SMS message indicating the
router's status after the reboot in
addition to the original message

Specifies the text that the status
message will contain. This field
becomes visible only if Get status

after reboot is checked

Specifies the intended recipients. A
guide on how to create a User group
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Recipient's
phone
number

phone n umber; Default:

can be found in the SMS Utilities
chapter, User Groups section

The intended recipient's phone
number. To add more than one

number, click the green plus
symbol located to the right of this field.
The phone number must be entered in
the international format, but without
dash symboils or spaces,

e.g., +120161234567
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Send Email
Event Reporting Configuration

Medify Event Reporting Rule

Enable |#
Eventtype | Reboot v
Eventsubtype | After unexpected shutdown ¥
Action | Send email ¥
Enable delivery retry [«
Retry interval | 5min. ¥
Fetry count |2

Subject | Reboot

Message text on Event . Time stamp - %ts Router name - %
g Router name - %m; Serial number - %sn WAN MAC address - %wm
Eventtype - %et; Event LAN MAC address - %Im Curren FW version - %fc
e Ti Connection state - %cs Operator name - %on

t"fﬂ'%ek'T'me stamp - Connection type - Soct Signal strength - %oss
Yats; SIM slot in use - %su IMSI - %im

Event type - %oet Event text - Yoex

FW available on server - %fs  LAN IP - %li

Metwork state - %ns WAN IP address - %owi

MNew line - %nl

Get status after reboot

SMTF server K mail.hostname.com

SMTP server port | 12345

Secure connection [+

User name |user_name

Password | sessesssssss )

Sender's email address | sender@email.com

Recipient's email address |recipient@email.com
Send test email Send
FIELD NAME VALUE DESCRIPTION
Enable yes | no; Default: no Toggles the rule ON or OFF

The type of event that you wish to
Event type Config change | New DHCP receive information about

client | Mobile data | SMS |
SIM switch | Signal Strength
| Reboot | SSH | WebUI |
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Event
subtype

Action

Enable
delivery
retry

Retry
interval

Retry count

Subiject

Message
text on
Event

Get status
after reboot

New WiFi client | LA N port
state | WAN failover |
Restore point | GPS;

Default: Config change

Sample: After unexpected
shut down

Send SMS | Send email;
Default: Send SMS

yes | no; Default: no

1 min. |5 min. | 10 min. | 15
min. | 30 min. | 60 min.;
Default 5 min.

213 141516[7]|8]9]
10; Default: 2

string; Default:

string; Default: Router name
- %rn; Event type - %et;
Event text - %ex; Time
stamp - %ts;

yes | no; Default: no

Specified event's sub -type. This field
changes in accordance with Event

type

Action that is to be taken after the
specified event occurs

Toggles delivery retry On or OFF. If for
some reason the message delivery is
unsuccessful, the r outer initiates a
retry if this field is enabled

Specifies when the router should try
re-sending the message in case the
first attempt was a failure

Specifies the maximum number of
failed attempts after which the router
does not try to send the message
anymore

Specifies the subject of the email
message

Specifies the text that the message
will contain

Specifies whether the router should
send an SMS message indicating the
router 's status after the reboot in
addition to the original message. If
this is checked you will be prompted
to enter the text that the status
message should contain
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SMTP server

SMTP port

Secure
connection

Username

Password

Sender's
email
address

Recipient's
email
address

Send test
mail

ip | host; Default:

integer [0..65535]; Default: " "

yes | no; Default:

string; Default:

string; Default:

email; Default;

email; Default;

no

Sender's email service provider's
SMTP server. If you don't know the
SMTP server's address, you can easily
look it up online since it is public
information

Sender's email service provider's
SMTP port. If you don't know the

SMTP server's port, you can easily look
it up o nline since it is public
information

Toggles secure connection feature ON
or OFF (use only if the email service
provider's server supports SSL or TLS)

Sender's email account's login us er
name

Sender's email account's login
password

The email address of the sender, i.e.,
the report message will be sent from
this email. Make sure this is the same
email that you pro vided login
information to

The intended recipient's email
address. To add more than one email

address, click the green plus
symbol located to the right of this field

Sends a test mail using the
information that you provided. Once
you click this button, the router will
login to the provided email account
and send the specified message to the
specified address( -es). You should
always send a test mail before
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finishing the configuration to make
sure that everything is in order

Event Types and Suliypes

The examples provided above are both concerning the  Reboot Event type and After
unexpected shut down  sub-type. This section is an overview of all other Event type and

sub-types.
Config change

ENEBT SUBTYPE DESCRIPTION

All

OpenVPN

SMS

Mobile traffic

Multiwan

Sends a report message when any type of configuration changes
are applied

Sends a report message when any OpenVPN configuration
changes are applied. For example, whenever a new OpenVPN
instance is created, an OpenVP N instance gets disabled/enabled,
an OpenVPN instance's protocol is changed from UDP to TCP or
vice versa, etc.

Sends a report message when any SMS related configuration
changes are applied. For example, whenever a new SMS
Utilities rule is created or changed, changes are made to Auto
Reply or Remote configurations , etc.

Sends a report message when Mobile Traffic Logging is
enabled/disabled or logging interval is changed.

Sends a report message when changes to

WAN Backup configuration are applied. For example, whenever a
switch from using Wired as main WAN to backup WAN occurs,
Wireless is added as a Backup WAN, Health monitor
configurations are changed, etc.
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SIM switch

Mobile

Data limit

GPS

Events reportin g

Periodic reboot

SNMP

Sends a report message when any SIM

Management configurat ion changes are applied. For example,
whenever the primary SIM card is changed, a new SIM switch rule
is configured, SIM switching is turned ON or OFF, etc.

Sends a report message when any Mobile configuration changes
are applied. For example, when ever Service mode, APN,
Connection type is changed, etc.

Sends a report message when any Mobile Data

Limit configuration changes are applied. For example, whenever
new data limit is configured, data limit gets disabled/enabled on
SIM1/SIM2, data limit period is changed, etc.

Sends a report message when any configuration changes
concerning GPSare applied. For example, whenever GPS gets
enabled/disabled, Remote host/IP address is changed,

new Geofencing area is defined, etc.

Sends a report message when any configuration changes to
Events Reporting are applied. For example, whenever a new
Events Reporting Rule is created, changed, deleted, etc.

Sends a report message when any configuration changes

to Periodic Reboot are applied. For example, whenever Periodic
Reboot gets enabled/disabled, Periodic Reboot interval is
changed, etc.

Sends a report message when any configuration changes

to SNMP are applied. For example, whenever SNMP service is
enabled/disab led, SNMP remote access is enabled/disabled,
SNMP port is changed, etc.
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GRE Tunnel

Ping reboot

Auto update

Site blocking

PPTP

Hotspot

Input/Output

Content blocker

Sends a report message when any configuration changesto GRE
Tunnel are applied. For example, whenever a new GRE Tunnel
instance is created, deleted, enabled/disabled, Loca | tunnel IP is
changed, etc.

Sends a report message when any configuration changesto  Ping
Reboot are applied. For example, whenever Ping Reboot gets
enabled/disabled, host to ping has changed, etc.

Sends a report message when any configuration changes to Auto
update are applied

Sends a report message when any configuration changes to  Site
Blocking are applied. For example, whenever Whitelist is changed
to Blacklist or vice versa, a new entry is added to

Blacklist/Wh itelist, etc.

Sends a report message when any configuration changes

to PPTPare applied. For example, whenever a new PPTP instance
was created, deleted, enabled/disabled, PPTP server address was
changed, etc.

Sends a report message when any configuration changes

to Hotspot are applied. For example, whenever Hotspot SSID was
changed, Radius server was changed, Hotspot was
enabled/disabled, etc.

Sends a report message when any configuration changes

to Input/Output  are applied. For example, whenever a
new Periodic Output Control ~ Rule was created, changed,
deleted, an output was turn ON/OFF, etc.

Sends a report message when any configuration changes
to Proxy Based Content Blocker  are applied. For example,



Login page

Language

Profile

DDNS

IPsec

Access control

DHCP

RS232/RS485

whenever Wh itelist is changed to Blacklist or vice versa, a new
entry is added to Blacklist/Whitelist, etc.

Sends a report message when any Language Settings are
changed

Sends a report message when any Language Settings are
changed

Sends a report message when a new Profile is added or deleted

Sends a report message when any configuration changes
to Dynamic DNS are applied. For example, whenever a new
DDNS instance is created, changed, deleted or edited

Sends a report message when any configuration changes
to IPsec are applied. For example, a new IPsec instance is created,
changed, deleted, etc.

Sends a report message when any configuration changes to

Access Control are applied. For example, SSH/HTTP/HTTPS remo te
or local access is enabled/disabled, changes are made to SSH or
WebUI Access Secure, etc.

Sends a report message when any configuration changes
to DHCP are applied. For example, whenever DHCP Server is
enabled/disabled, DHCP address range is chang ed

Sends a report message when any configuration changes

to RS232/RS485are applied. For example, whenever RS232 or
RS485 configuration is enabled/disabled, baud rate is changed,
etc.
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VRRP

SSH

Network

Wireless

Firewall

NTP

L2TP

Other

New DHCP client

Sends a report message when any configuration changes
to VRRPare applied. For example, whenever VRRP is
enabled/disabled, VRRP IP address is changed, etc.

Sends a report message when any configuration changes to SSH
are applied

Sends a report message when any Network related configuration
changes are applied. For example, whenever Main WAN is
changed, LAN IP address is changed, a Wi -Fi Access Point is
enabled/disabled, etc.

Sends a report message when any configuration changes
to Wireless are applied. For example, a new Wi -Fi Access point is
created, deleted, enabled/disabled, SSID is changed, etc.

Sends a report message when any configuration changes
to Firewall are applied. For example, a new Traffic rule is added, a
new SNAT rule is added, a rule is disabled/enabled, etc.

Sends a report message when any configuration changes
to NTP are applied. For example, whenever NTP is
enabled/disabl ed, Time zone is changed, etc.

Sends a report message when any configuration changes
to L2TP are applied. For example, whenever a new L2TP instance
was created, changed, deleted, etc.

Sends a report message when any configuration changes other
than the ones provided above are applied
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EVENT SUBTYPE DESCRIPTION

All Sends a report message when a new devices is connected to
the router either via LAN or Wi -Fi

Connected from Sends a report message when a new device is conne cted to the
WiFi router via Wi -Fi
Connected from Sends a report message when a new device is connected to the
LAN router via LAN port

Mobile Data
EVENT SUBTYPE DESCRIPTION
All Sends a report message when mobile data connection status

changes (from Connect ed to Disconnected or vice versa)

Connected Sends a report message when mobile data connection is
achieved
Disconnected Sends a report message when mobile data connection is lost
SMS

EVENT SUBTYPE DESCRIPTION

SMS received Sends a report message when the router receives a new SMS
message
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